
Cybersecurity Offerings
With the rise of online services and technology across industries,
cybersecurity has more relevance than ever before. Without the proper
security measures in place, your business may be at risk for data loss and
breaches that could compromise information privacy. We understand that
cybersecurity components play a critical role in system and software safety.
That’s why we provide extensive and scalable options you can rely on to
protect essential network and computer processes. 

N I S T  R e m e d i a t i o n  
Advances yourabilityto detect, investigate & respond to threats to mitigate vulnerabilities
and move towards more secure operations using NIST 800-171 and CMMC requirements for 

computer systems.

C y b e r s e c u r i t y  M a t u r i t y  M o d e l  C e r t i f i c a t i o n  ( C M M C )

Cybersecurity Services We Offer:

Penetration Testing
 

M a n a g e d  D e t e c t i o n  a n d  R e s p o n s e  ( M D R )
 

 

Looksat a networkfrom theinsideoutto betterintegratetechnology for improved 
detection and response to cybersecurity threats.

Approaches a network fromtheoutside in to gather intelligence and provide detailed 
reports that identifies threats. This includes testing firewalls, scanning open ports, and
performing Secure Shell Testing (SSH) to find all network vulnerabilities. A plan is then
created to remediate each threat.

TheDODreleasedCMMCtostrengthenan earlier standard knownastheDefense Federal 
Acquisition Regulation Supplement (DFARS) and to address the growing information
security concerns across their supporting contractor ecosystem. We provide the resources
needed to perform the remediation steps required to become compliant and the legal
documentation to prove compliance has been reached and is being maintained when the
time comes for a CMMC Audit.

Cybersecurity Partnerships:

CORPORATE HEADQUARTERS
65 Elmgrove Park
Rochester, NY 14624
(585) 621-9303

ADDITIONAL OFFICE LOCATIONS
1224 Mill Street
Building B
East Berlin, CT 06023
(860) 828-2199

1701 North Collins Road
Suite 216
Richardson, TX 75080
(972) 669-0763

325 Chestnut Street
Suite 800
Philadelphia, PA
(585) 621-9303



V u l n e r a b i l i t y  S c a n n i n g
 

Antivirus / Endpoint Protection
 

K n o w B e 4  S e c u r i t y  A w a r e n e s s  T r a i n i n g
 

M a i l R o u t e  H o s t e d  E m a i l  S e c u r i t y  a n d  T h r e a t  M a n a g e m e n t
 

Findsweaknessesinwebapplications, passwords, configurations, as well as injected 
malware code, missing data encryption, excessive privileges and zero day threats. A plan
is created to remediate each threat.

Stopsspam,viruses,ransomware andother threats.Youcan add Continuity + Archiving 
Lite for business productivity. This product easily integrates with Office 365, other hosts
and all servers.

Create afullymaturesecurityawarenesstraining program with KnowBe4, the world’s 
largest integrated Security Awareness Training and Simulated Phishing platform. Find out
where your users are in both security knowledge and security culture. With an integrated
deep learning neural network, you get detailed reports that help evaluate how your
organization’s risk changes over time and truly measure the performance of your training
program and understand where improvements need to be made to strengthen your
human firewall.

Next-GenerationSentinelOneEndpoint Protection protects against all threat vectors.
• Pre-Execution: SentinelOne’s single agent technology uses a Static AI engine to

provide pre-execution protection. The Static AI engine replaces traditional signatures
and obviates recurring scans that kill end-user productivity. On-Execution:
SentinelOne’s Behavioral AI engines track all processes and their interrelationships
regardless of how long they are active. When malicious activities are detected, the
agent responds automatically at machine speed. Our Behavioral AI is vector-agnostic
– file-based malware, scripts, weaponized documents, lateral movement, file-less
malware, and even zero-days. Post-Execution: SentinelOne’s Automated EDR provides
rich forensic data and can mitigate threats automatically, perform network isolation,
and auto-immunize the endpoints against newly discovered threats. As a final safety
measure, SentinelOne can even rollback an endpoint to its pre-infected state.

• 

• 

ABOUT COMTEC SOLUTIONS 

ComTec Solutions isa full-service technology services and ERP implementation and consulting 
company that has been providing advisory and technical expertise for manufacturers and
engineering firms for nearly 30 years. Companies looking to improve productivity, elevate the
customer experience, and accelerate financial growth find value in ComTec’s expertise. ComTec
is a proud Certified Platinum Epicor partner dedicated to helping customers strategically align
technology with their desired business outcomes with speed, agility, and confidence. www.comtecsolutions.com


